NucTrpykuuss mo ycraHoBke pacmupenusi «Bxox uyepe3 OpenlD Connect n
HACTPOIKa»

Pacmmpennst MO3BOJNSIOT TPOCTBIM CIIOCOOOM, YCTaHOBHMB BCEero OnuH (ailyl, pacumpsTh
¢yukumonan cepepa CommuniGate ¥ ero mojib30BaTeNIbCKOro HHTepdeiica, He mpuderas K
MoAH(HUKAUU BCTPOSHHOTO (PYHKIIMOHAIA CEPBEpA.

CkauaiiTe pacmpeHue ¢ caira https://communigatepro.ru/plugins, mu6o 3ampocutre B CTII 1o

azpecy support@communigatepro.ru.YcranoButh paciiupenre "Bxon depe3 OpenlD Connect" B
pazzaene Ilonp3zoBarenn — Pacmupenus nntepdeiica agmunuctpuposanus Dash.

Pacmmpenue no3posnsier aBropusoBarbes B CGP uepes eaunyro yuetHyro 3anuch B keycloak.

Hacrpoiika keycloak

Ckauatp keycloak MoxxHO Ha odpunmansHOM caiite https://www.keycloak.org/.

OcHoBHast FHCTPYKIIMSI 110 ycTaHOBKE M HacTpolike keycloak: https://www.keycloak.org/guides.

3amyck KOH(pHTyparun u CO3JaHUE YYeTHOM 3alUCH (V3) aJIMHHHCTpaTOpa
https://www.keycloak.org/server/configuration.

3aiinute B keycloak mox Y3 agmunmncTparopa.

Hacrpoiika koHdurypanuu
OO0ue HacTpOlKM MOXHO yKa3aTh B pazzaeine Realm settings, moppoOHee 0 HUX Takxke B oOIei

MHCTPYKLHUH (CM BBILIE).

Kon¢urypanuonnsiii  ¢aiin  openid-configuration (Oanmsie u3 ¢paiina nompebyromea ona
nacmpouxu pacuupenusi 8 CGP).

Ryt T master @ eravied Action v
Realm settings are settings that control the options for users, applications, roles, and groups in the current realm. Learn more £
Manage
General  Login  Email  Themes Keys Events Localization = Security defenses = Sessions ~ Tokens = Clientpolicies ~ Userprofil >
Clients
R .
Client scopes Realm ID master (L]
Realm roles .
Display name Keycloak
Users
Groups HTML Display name <div class="kc-logo-text"><span>Keycloak</span></div>
Sessions
Frontend URL (&
Events
Require SSL & External requests v
Configure
ACR to LoA Mapping No ACR to LoA Mapping have been defined yet. Click
Realm settings €] the below button to add ACR to LoA Mapping, key and
value are required for a key pair.
Authentication
) . © Add ACR to LoA Mapping
Identity providers
User federation User-managed access o Off
6]
Unmanaged Attributes  Disabled v
(6]
Endpoints © OpenlD Endpoint Configuration &

SAML 2.0 Identity Provider Metadata (4
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Hacrpoiika kjineHTra

Coznaiite kmeHTa, epeias Ha Bkiaaaky Clients - Create client

= @IKEYCLO

Keycloak v Clients

Clients are applications and services that can request authentication of a user. Learn more [4'

Manage A ’ ;
Clientslist | Initial access token  Client registration

Clients

Q Search for client > Import client & Refresh 1-8 ~
Client scopes
FeclnmlEs Client ID Name Type Description Home URL
s security-admin-console ${client_security-admin-console} OpenlD Connect  — http://192.1.1.1:1111 &4 H
EEs account ${client_account} % OpenlD Connect - http://192.1.1.1:1111 & H
St account-console ${client_account-console} OpenlD Connect ~ — http://192.1.1.1:1111 & H

admin-cli ${client_admin-cli} OpenlD Connect - - H
Events

broker ${client_broker} OpenlD Connect - - H

Vkaxkure Client ID, Name u agpeca mogkmroueHus (Access setting) k cepBepy CGP Ha Bkiaake
Setting, a Takxke HEOOXOIMMBIC HACTPOWKH. Ha puCyHKax yka3aH IpHMep 3allOJHEHUS Ha OCHOBE
TECTOBOM Cpeibl U TECTOBOM Y 3.

@IKEYCLO ®@ user v

Clients > Client details
Keycloak
@ cenabled @

communigatepro  OpenlD Connect Action  +
Clients are applications and services that can request authentication of a user.
Manage
Clients Settings Keys Credentials Roles Client scopes Sessions Advanced
Client scopes . .
s General settings Jump to section
Realm roles
Users ClientID * @ communigatepro General settings
Groups Name @ communigatepro Access settings
Sessions
Events Description @ Capability config
Login settings
Configure Aways displayinUl @ () Off
. N Logout settings
Realm settings Access settings
Authentication
RootURL (& http://communigatepro.ru: 8888/
Identity providers
User federation Home URL http://communigatepro.ru: 8888/
Valid redirect URIs & http://communigatepro.ru: 8888/sys/* °
https://communigatepro.ru: 9999/sys/* (-}
© Add valid redirect URIs
G e oo
Capability Conflg General settings
Client authentication o On
Access settings
® g
Authorization (& O Off Capability config
Authentication flow Standard fI@ Direct access grants @ Login settings
Implicit flow @ D Service accounts roles 3
Logout settings
[ ] OAuth 2.0 Device Authorization Grant @
[ ] oIbc CIBA Grant®




Logout settings

Front channel logout o On
©)

Front-channel logout

URL ®

Backchannel logout
URL @

Backchannel logout o on
session required (3

Backchannel logout o Off

revoke offline sessions

®

CoxpaHuTte Bce HaCTPONKHU.

Crenepupyiite Client Secret (on nonaoobumcs onsa céasu ¢ noumogvim cepsepom CGP) Ha BKiIajike
Clients - [client] - Credentials

Clients » Client details

communigatepro  OpeniD Connect @ =

Clients are applications and services that can request authentication of a user.

Settings Keys Credentials Roles Client scopes Sessions Advanced

Client Authenticator Client Id and Secret v
@

Save
Client Secret  seeeesesseeueesseseenseues . ®
Registration access L] Regenerate

token ®

Jo6aswre Client scopes Ha Bkiagke Clients - [client] - Client scopes (Ha puCyHKax yka3aH IIpUMED
3aIOTHEHUST HA OCHOBE TECTOBOW CPE/Ibl M TECTOBOU ¥Y3).




Clients > Client details

communigatepro  OpenlD Connect @ crbed @ pion

Clients are applications and services that can request authentication of a user.

Settings Keys Credentials Roles Client scopes Sessions Advanced

Setup Evaluate

Y Name ¥ Q Searchbyname > Add client scope Changetypeto ¥ : £ Refresh 1-10 ~ >
y I P ge typ

D Assigned client scope Assigned type Description

D communigatepro-dedicated None w Dedicated scope and mappers for this client

Hacrpoiika noas3oBarenei B keycloak

JobaBiieHue rpymnn

MoXHO co037aTh TPYyMIbI, KyJa B JajbHeileM 100aBisATh Mojib3oBaTeneil B pasznmene: Groups-
Create group

= @IKEYCLO

Q Search group > Groups

Manage [] Exact search A group is a set of attributes and role mappings that can be applied to a user. You can create, edit, and delete groups and
manage their child-parent organization. Learn more 4

users : Q Filter groups > Create group Z Refresh -1~

O 6roupname

[ wsers

Clients
Client scopes
Realm roles
Users 1-1 -
Groups

Sessions

Events

I[OﬁaBJ'leHl/le HOBOI'0 IMOJIb30BaTe/Id

JloGaBbTe HOBBIX Monb30BaTeneil B pazmene: Users - Add user (Ha pHCyHKax yKa3aH MpUMED
3aIOJIHEHUS] HA OCHOBE TECTOBOM CpeJlbl U TECTOBOH Y3).

= (@IKEYCLO

Keycloak v Users

Users are the users in the current realm. Learn more [

Manage .
User list

Clients |
Y Defaultsearch v Q Search user > Delete user & Refresh

Client scopes

1-10 ~ >
Realm roles
(VETS D Username Email Lastname First name
Groups D common_box © common_box@communigatepro.ru - Awmk :

\-

Sessions OJ kek7654 O kek7654@communigatepro.ru - - :



3anoyHUTE 00s3aTeNbHBIC U HeO6XO,Z[I/IMBIe JaHHBIC O ITIOJIB30BaTcCJIC:

Jlorun, noura, Umst\@amunuio u Haxkmute KHonky Co3narh (Create). [Ipu He0OX0AMMOCTH MOKHO
eme 100aBuUTh naHHbIe 1 COXPAHUTD.

Users » Create user

Create user

Required user actions Select action

®

Email verified 3 O Off

General Jump to section
Username * test
General
Email test@communigatepro.ru l
First name First name
Last name Last name

Groups (3 Join Groups

Users > User details

o Enabled

test
Details Credentials Role mapping Groups Consents Identity provider links Sessions
D * b17dbe6f-9b8a-439¢c-b98d-9209¢5f022b7
Created at * 1/9/2025, 1:30:52 PM
Required user actions Select action v
€]

Email verified ® 0 Off

General Jump to section

Username * test @
General

Email test@communigatepro.ru

First name First name

Last name Last name




YceranoBuTe napoJb noab3osaredsi:_Users - [user] - Credentials

Set password for test x

Password * .

Password confirmation * . @
Temporary @ o Off
gy

Set password? X

Are you sure you want to set the password for the user test?

Save password Cancel

Users > User details

o Enabled Action +

test

Details Credentials Role mapping Groups Consents Identity provider links Sessions

Credential Reset
® Type User label Created at Data
Password My password ~ &* 1/9/2025,1:32:15 PM Show data Reset password

Jlo6aBbTe poaib mosb3oBaresi: Users - [user] - Role mapping - Assign role
[To ymomyanuto mobdapmnsiercst posib default-roles-master

Users > User details

o Enabled Action ¥

test

Details Credentials Role mapping Groups Consents Identity provider links Sessions
Q Search by name > Hide inherited roles Unassign © Refresh 1-1 ~
D Name Inherited Description

D default-roles-master False ${role_default-roles}




Job6aBbre rpynmy: Users - [user] — Group

Join groups for user test x

Q Search group > -1 -

% users

Users » User details

test o Enabled Action v

< Aaaea group mempersnip L3

Details Credentials Role mapping Groups Consents Identity provider links Sessions

Q Search group > Direct membership | oye © Who will appear in this group list? 2 Refresh 1-1 ~

If‘ Group membership Path

D users /Jusers Leave

CoxpaHuTe BCE HACTPOUKH.

Hacrpoiika B CGP

ABropusyiitech B web-untepdeiice AnmuHucrparopa, Bbioepute pasznen Ilomb3oBarenu, nanee
Pacmpenuss — OOume ans cepBepa. Ha oTkpeiBLIelcs cTpaHMIE HaXXMUTE KHONKY “O0630p”~,
HaWiauTe coxpaHeHHBIM Ha BameMm [IK ¢aiin ru_communigatepro OIDC-1.0.1.cgplugin, 3arem
“OTKpBITE . YOEIUTECh, 4TO OTOOPA3UIICS BEPHBIN (ailit , HAXMUTE “YCTaHOBUTH paclIupeHue”.

B ciyuae ycnemHoi# ycTaHOBKM MOSIBUTCS CTaTyCHOE OKHO “MoauduiupoBato”.

VYcranoBneHHbIN TularuH OyneT oroOpaxarbcsi B pexkume “‘Boikimroueno”. Jlnst ero axTuBanuu
TpeOyeTcs BBIOTHUTD psia HacTpoek. Boibepure miuarun Bxon yepe3 OpenlD Connect, HaxaB Ha
HET0, BBIIIOJHUTCS MIEPEXO]] HA CTPAHMILY C HACTPOWKAMHU PACILIUPEHHUS.

YKaXuTe NaHHBIC IS TOAKIIOYCHHS K HacTpoeHHOMY cepBepy keycloak w3 xoH(pUTYpaIrimoOHHOTO
¢aiina openid-configuration u HacTpolikax cepBepa (IpUMeEp ¢ TECTOBOM CpeIbl):

* Ajpec cepBuca aropu3amum - "authorization endpoint" u3 xoHpurypammonsoro (aiina,
npumep: https://[ip]:[port]/realms/master/protocol/openid-connect/auth

* Azpec cepBHuca npoBepku TokeHa - "token endpoint" u3 xoHdurypamumonHoro ¢aiina,
npumep: https://[ip]:[port]/realms/master/protocol/openid-connect/token

* ID kauenra - Client ID u3 HacTpoek cepBepa
* Cekper kianenra - Client Secret u3 HacTpoek cepBepa

* Hacrpoiika "Co3naBaTh nmojib30BaTelisi, €CJIM €ro He CylecTBYeT'" MO3BOJIAET Co3AaTh Y3
B CGP npu aBropuzanuu yepes keycloak, ecnu nonszoBarens ectsb B keycloak, Ho ero Het B
CGP.



3arnoyiHuB BCE MOJIsA, HEOOXOIMMO HaXaTh KHOMKY ‘“MonuuiiupoBats”’ Uil COXpaHEHUS HACTPOECK,
3aTreM “‘BrirrounTs”.

A -> Bxoa 4epes OpenlID Connect

communigatepro.ru

Bxopa yepes OpenlID Connect

BT OxcneptHbifi | Cnpaska
Obuee
Mapuwpytuaatop
Mouta
RealiTime MapameTpbl paclumpeHust
Hoctyn %
Yenym (e cepsmia http://
aBTOpU3aLNN
n BATENN
loMeHbI ):ggae:piipratliia* http://
‘Ymonuanus ans [lomeHa
Ymonuahusi Ans Monb3osarens
LieHTpanbHbIA CpaBOYHUK D wrmenTa” test
BesonacHocTb %
PBX Cekper knveHTa” | sessssssssssssssssssnsssanisans
WHTepdeiicsl
Paclumpenus
Mpeaynpexaexus Cospasare n
nonb3oBarTens, ecrvi ero v

He cyulecTayeT
HABIIOOEHVE

KypHans!

Cratuctuka

- Hacrpoiiku

Real-Time

Hoctyn
Appeca
Knacrep

CommuniGate PRO BoccTaHoBuTL
ABTOpl/I3aIII/Iﬂ B IMo4uTe

OrTkpoiite B 6pay3epe ccbuiky Ha web-nouty CGP u BeiGepute Bxon uepe3 OpenID Connect

Wwmsa Monksosatens

Mapons



Broaute norun u HapoJib OJIB30BaTCIIA U3 keycloak

@ Sign in to Keycloak X e

C /A He 3awmueno 192.1.1.1: 8888 /realms/master/protocol/openid-connect/auth?client_id=testcgpdev&response_typ... € B ¢

(9IKEYC!

Sign in to your account

Username or email

common_box

Password

[ T l ®

Ecnu nonb3oBarens cymectByeT B keycloak u 8 CGP u BBeneH BepHBIN Napoib, TO aBTOPH3AIHA
IIPOUJIET YCIEIIHO.

v B Pronto HTML x  +

)/2Skin=hPronto-&username=common_box@test.cgpdev.ru&sid=11961-NCMh3Z7kKIcPCO38dEwN... Ga & W

> Bxopasilwme v = B0
()
[y Q Mowuck & =
N Awmk <common_box@communigatepro.ru>
Awmk 26.12.24 Komy: common_box@communigatepro.ru <common_box@communigatepro.ru>
Tect 2 9 TecT 2

Mpodune.ods 27 K6 MHCTpyKumMA ycTaHOoBKM nnaruHa BBB.d... 43

Ecnm monws3oBatens He HaitneH B keycloak nim BBeieH HEBEPHBIN MapoJib, TO OTOOPA3UTCS ONTHOKA!



Sign in to your account

Username or email

twst 23198 o

Invalid username or password.

Password

Ecnu BkitoueHa HacTpoiika Co3aaBaTh M0Jib30BaTeIsl, €CJIU €ro He CyIecTBYeT U MOJIb30BaTellb
ectb B keycloak, Ho ero mer B CGP, To npu aBropu3auuu mnoms3oBaresb co3nactcss B CGP u
aBTOpU3ALUs IIPOUJIET YCIEIIHO.

Users

Users are the users in the current realm. Learn more [4

User list

Y Defaultsearch v  Q Search user > Delete user & Refresh 1-10 ~ >

[j Username Email Last name First name

E] common_box © common_box@communigatepro.ru - Awnk
[ kekvesa 0 kek7654@communigatepro.ru - -
[ test O test@communigatepro.ru - -

[Tpumep: HOBast coznanHas Y3 B CGP u ycneniHsiii BXOZI.

als &3 <| Bxoaswme v = g0

Q' Mowuck

K

£ Bxopswme

Ecmu HaCTpOﬁKa C03):[aBaTI> moJib30BarTejisi, €CJIM €ro He CymeCTBYET BBIKIIIOUYECHA, TO IIpH
MNOIIBITKE aBTOPpU3allU YCPE3 keycloak BO3HUKHET OIIKMOKA U AOCTYII IPEAOCTABJICH HC 6YJICT.



Can't get account info: unknown user account

O6parute BuuManue: [Ipy BO3SHUKHOBEHHH OMIMOOK MPU YCTAHOBKE IIaruHa clieyeT 0OOpaTUThCs B
CTII CommuniGate Pro mo agpecy support@communigatepro.ru.
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